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Empirical Research on Users’ Data Flow Rules of Mobile Application Software
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Abstract: Users’ data flow rules are integral part of software privacy policy, which is not only the data
flow agreement signed by software platform and users, but also the active commitment of software
developers to data security flow. Under the adjustment of laws and regulations, the user data flow
rules of most software have been improved, but there are still some problems such as fuzzy boundary
of data classification, abuse of informed consent principle, significant negative externality of rules and
insufficient effective information. Therefore, the country should carry out precise legislation on such
issues in the future, and the software platform should also take an active part in improving the validity
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of user data flow rules from the aspects of “optimizing the text design of rules”, “setting up effective
withdrawal entrances” and “taking responsibility for data security”.
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